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4Discovery Data Breach Investigations
Determining the Root Cause Through Incident
Response & Analysis
As the headlines continue to confirm, organizations of all types and sizes are being
targeted by individuals and organized criminals who wish to access valuable data.
Critical business information can be lost through sophisticated hacking, a lost
laptop computer, or software code misappropriation. Rapid and thoughtful
response to these incidents is crucial in order to preserve evidence, mitigate risks
to business-critical information and control financial, legal, and reputational
damage. 4Discovery’s data breach team has decades of experience in providing
computer forensics response and analysis.

A sampling of 4Discovery’s experience...
Hacker Targets Energy Company. A Colorado-based energy company

experienced a targeted attack of their accounts payable systems, resulting in the
loss of over $5 Million when Russian hackers changed the ACH payment
information in dozens of vendor’s payment profiles. 4Discovery was retained to
preserve critical digital evidence and conduct an analysis. Computer Forensics
examinations of targeted computers identified the criminals, and this evidence,
when turned over to the U.S. Secret Service, led to the recovery of nearly all of
the client’s lost funds.

Hospital Suffers Massive Cyber Attack. A large Chicago-based
Hospital discovered an intrusion into a series of SQL Servers containing Protected
Healthcare Information (PHI) for thousands of patients. 4Discovery was retained
to respond to the event, preserve critical data, and conduct an analysis of
thousands of server log files to determine whether PHI had been accessed or
stolen. In the end, 4Discovery experts were able to confirm that no PHI had been
removed from the systems, helping the hospital avoid significant data breach
reporting and remediation costs, as well as certain reputational damage.
High-Speed Trading Company Loses Software Code. A global

high-speed trading firm suspected one of their software engineers of
misappropriating valuable trading software code. 4Discovery experts were
retained to create computer forensic “images” of a number of the firm’s computers,
tablets, and Smart Phones, and to examine those devices for indications of code
misappropriation. Our analysis confirmed the theft, but also determined that the
code had not been transferred to other third parties. These findings led to the
termination of the engineer, mitigation of the loss, and a successful settlement in
favor of the client.

Call us today to find out how.
(312) 924-5761

Our results-driven response
methodology focuses on
these critical areas.

RESPOND
Rapid deployment of computer forensics
experts that will assess the situation
and preserve critical Electronically
Stored Information (ESI).

ANALYZE
Perform an investigation that will help
you determine causation, identify
offenders, and assess potential
notification requirements.

REPORT
Craft expert reports that can be critical
in mitigating liability, satisfying board or
director’s needs, and compliance
requirements.
We work with your attorneys to protect
privileged work product.
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