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What is Cybersecurity?
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Obligatory Stats Slide
● Identity Theft Resource Center provides monthly updates on reported breaches

○ 2019 Data Breach Numbers

Category # of Breaches # of Records % of Records

Banking/Financial 108 100,621,770 61.1%

Business 644 18,824,975 11.4%

Education 113 2,252,439 1.4%

Government/Military 83 3,606,114 2.2%

Medical/Healthcare 525 39,378,157 23.9%

Total 864 164,683,455 100%
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Source: https://www.idtheftcenter.org/wp-content/uploads/2020/01/01.28.2020_ITRC_2019-End-of-Year-Data-Breach-Report_FINAL_Highres-Appendix.pdf
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A Brief History of The Internet
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What is Cybersecurity?
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CYBERSECURITY 101

Confidentiality
Confidentiality is assurance of data privacy. Only the intended 
and authorized recipients: individuals, processes or devices, may 
read the data. Disclosure to unauthorized entities. 

● Data Loss Events

● Network Sniffing

● Hacking

● Insider Threats

● Unauthorized Access

Cryptography is the art and science of storing and transmitting 
confidential data.
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Remember… It’s not technically an incident if it does not violate your policies and procedures
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Integrity
Integrity is assurance of data non-alteration. Data integrity is 
having assurance that the information has not been altered at 
rest or in transmission (from origin to destination). 

● Source integrity is the assurance that the sender of 
that information is who it is supposed to be. Data 
integrity can be compromised when information has 
been corrupted or altered, willfully or accidentally, 
before it is read by its intended recipient. 

● Source integrity is compromised when an agent spoofs 
its identity and supplies incorrect information to a 
recipient.

Digital Signatures and hash algorithms are mechanisms used to 
provide data integrity.

8

Remember… It’s not technically an incident if it does not violate your policies and procedures
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Availability
Availability is assurance in the timely and reliable access to 
data services for authorized users. 

• It ensures that information or resources are available 
when required. Most often this means that the resources 
are available at a rate which is fast enough for the wider 
system to perform its task as intended. 

• It is certainly possible that a confidentiality and integrity 
are protected, but an attacker causes resources to 
become less available than required, or not available at 
all. i.e. Denial of Service (DoS).

High availability protocols, fully redundant network architectures 
and system hardware without any single points of failure ensure 
system reliability and robustness.
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Remember… It’s not technically an incident if it does not violate your policies and procedures



What is a Data Breach?
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Defining a Data Breach
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● Any incident that impacts the 
confidentiality, integrity, or availability 
of data and/or systems
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It Impacts All Business Sizes
● We are used to seeing stories about the big 

data breaches
○ Equifax: 146.6 million consumers
○ Target: 41 million customers
○ Home Depot: 56 million credit cards
○ Marriott: 5.2 million guests (potentially)

● The large numbers make for great headlines, 
but it isn’t the whole picture
○ It is a problem for companies of all sizes
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It Impacts All Business Sizes
● In 2019, 88% of small businesses believe 

they have been targeted by cybercriminals
○ Most often, these stories don’t make the 

news or may not even be reported

● The costs associated with data breaches for 
small to medium sized organizations can be 
devastating
○ IT and security resources may be limited
○ Data breach investigations take large 

amounts of time, resources, and money
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Data Breaches Have Consequences
● In September, Duesseldorf University 

Hospital was hit with ransomware
○ They weren’t the intended target
○ A nearby university was the target

● Although the attackers stopped the attack 
when they found out it was a hospital, a 
woman died as a result
○ She was routed to another facility
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State of Affairs
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The Current Landscape
● Cybersecurity events have increased

○ Estimates say data breaches 
nearly doubled from 2018 to 
2019

● The most common events we see are:
○ Insider theft
○ Ransomware
○ Business email compromise / 

phishing attacks
○ Good old fashioned “hacking” / 

system compromise
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The Motivation is ...
● Most of these events are by and large motivated 

by financial gain
○ Approximately 80% is financial in base
○ Even the 10% espionage usually translates 

to financial gain
● Data breaches are a lucrative business!

○ Bad actors can make millions doing this
○ There are whole enterprises set up to breach 

systems
● Travelex just paid $2.3 Million in Bitcoin!

○ April 2020
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Crimes of Opportunity
● Most of the cases out there are a crime of 

opportunity
○ Typically, people aren’t targeted
○ Attackers are going after low-hanging fruit

● When money is your motivation, you want to 
use the least amount of time and resources to 
get a payday

● If you are unfortunate enough to have made 
someone angry, defense is likely not going to 
save you
○ Hacker groups like Anonymous
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They Want Your Data
● Black markets have been available on the internet since it began
● The rise in the “Dark Web” (Tor & the Onion network) and cryptocurrencies are making 

the barriers to entering these markets low
● Marketplaces exist to buy and sell personal and corporate data
● Individual items sell for relatively cheap but add up when they are in bulk

○ Credit/Debit Cards: $10-$65
○ Online Payment Services Logins: $100-$300
○ Social Media Accounts: $50-$150
○ Driver's License: $70-$500
○ Passports (US/Canada/Europe): $1000-$2000

● Entire databases are worth even more!
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The True Cost of Incidents
● When considering how much these events cost, organizations often do not think of 

everything from start to finish
● When an incident happens, there are costs all along the way -- even afterwards

○ Detection and Investigation Costs
■ i.e. employee time/overtime, outside vendors, outside counsel ...

○ Response and Notification Costs
■ i.e communications, credit monitoring services, legal costs, fines ...

○ Lost Business Costs
■ i.e. business disruption, reputation impairment, new customer acquisition …

● These costs can be reduced by protecting assets up front, having a response plan in 
place, responding quickly, and mitigating risk along the way
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Not In The News Breaches
● For every data breach reported in the news, there are an unknown number that go 

undetected and unreported
● On average, it takes approximately 206 days for organizations to know they had been 

breached
○ We have had cases in which it took over a year for an intrusion to be detected

● These cases aren’t often newsworthy because they don’t have high consumer numbers
● However, these cases have real intended consequences for businesses

○ In the US last year, it cost an average of $225 per breached record
○ There are numerous costs associated with these cases from response though loss 

of customers and reputation impairment
○ The longer someone is in the system, the more it costs to investigate and 

remediate
● We want to walk you through what we’re seeing, what’s happening to businesses and 

people everyday
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● Case Studies -
● Common Methods & Techniques
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Ransomware in a Nutshell
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Case Study: Bad Password Admin
● Type of Case:

○ Ransomware
● Background

○ R&D division of a company was paying for grid 
computing power to train a next generation 
learning algorithm

○ Each simulation took days to run.  Results were 
downloaded to a computer for analysis.

○ They came into work and were no longer able to 
access their training models and simulation 
results
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Case Study: Bad Password Admin
● What Happened

○ Server connected to the internet that had an insecure username and password 
combination

○ Bad actor from Ukraine logged in, turned off antivirus, downloaded malicious 
software to the desktop, and double clicked the file to run ransomware

○ Client requested that we negotiate a ransom… which went poorly.
● Root Cause

○ Remote Desktop: server01.yourdomain.com - User: Administrator 
Password: P@ssw0rd1

● Damages
○ $4K in a bad ransomware payment.  Potential loss of $70K in computing credits. 

Unquantifiable loss in the delay of development and a slipped product launch.  
Forensic and investigative fees.

● Note:  Client was lucky, the compromised account had access to the entire network.  
Decryption keys we leaked to the internet 2 months later that restored access.
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Backups Are Critical
● 3-2-1 Backups

○ Three copies of your data, two different mediums, one 
stored off-site

● Ensure backups are conducted regularly
○ This ensures the loss of data is minimal if you have to 

restore from backup

● Ensure that backups can’t be easily accessed during cyber events
○ Make physical backups and disconnect them
○ Keep backups in a separate network environment 
○ Ransomware events can be catastrophic if backups are lost or encrypted

● Ensure that backups are routinely examined
○ Many backup systems cease to function over time or have errors
○ Routinely examining backups and verifying their restore capability is necessary 

to ensure your data is being protected
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Evolution of Being Ransomed
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● Used to be a smash and grab… not very sophisticated
○ In and out in under 3 minutes
○ Had no idea who/what they were ransoming
○ High volume, code reuse, very little personalization

● Ransom attacks are now extremely detailed
○ Reconnaissance lasts for weeks/months before ransom occurs
○ Custom ransomware just for you, including Bitcoin wallets
○ Ransom demands are based on the funds you have available 
○ Don’t play games. Attackers are seasoned negotiators...  Research KR&E 
○ Leave your emotions at the door and don’t make them angry

● Maze - Newest Ransomware that exfiltrates your data and threatens to leak 
it publically if you do not pay



CYBERSECURITY 101

Make Yourself Small
● The Internet is a big place.  You don’t need to talk to all of it.  

○ Most attacks originate from foreign countries.
● Do you really need services to be Internet accessible?

○ Consider placing them behind a VPN (Remember 2FA).
● Put your firewalls to good use…  

○ All modern firewalls allow you to block connections 
originating from certain countries.  

○ Most also include built-in VPN management capabilities.
● Reducing your attack surface is a fantastic way to minimize 

your risk.  
● Office 365 now has country-based controls for Conditional 

Access.
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System Hardening
Devices and computers do not come out of the box 
secured.

● Turn off and disable services and features you don’t 
need

● Change default usernames and passwords
● Turn on logging
● Enable account lockouts to prevent brute forcing
● Review all other system settings
● Disable untrusted Microsoft Office macros
● Uninstall software that is not required

The Mirai botnet infected over over 1M devices by using default/hard coded usernames and 
passwords.
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Data Breaches & Password Dumps
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● Collection #1-5 & Antipublic were released
○ 2.7 billion total records
○ 1.2 billion unique email address and password combinations
○ 773 million unique email addresses
○ 21 million unique, plaintext passwords
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Case Study: Lost Dream Home
● Type of Case

○ Business Email Compromise
● Background

○ Chicago couple was retiring and 
moving to their dream home in 
Boca Raton 

○ They were selling their family home 
in suburbs to fund the purchase 

○ On closing day, the title company 
never received any money
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Case Study: Lost Dream Home
● What Happened

○ We investigated email accounts, computers, transaction records, etc…
○ Involved the buyer, the seller, the real estate agent, the lender, the title company 

and the closing attorney. 
○ Attackers gained access to one of the email accounts for the parties involved and 

hijacked the thread and sent updated wiring instructions before closing
○ Money was transferred to the wrong account, and it was unable to be recovered

● Root Cause
○ Bob Vila <bob.vila@yahoo.com> ⇨ Bob Vila <bob.vila@gmail.com>
○ Password reuse from an unrelated data breach. 

● Damages
○ Price of Dream Home: $700,000.
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Email
Digital Signatures such as PGP or S/MIME are certificates issued to each user that allow for 
digital signatures and encryption.  These are difficult to deploy and manage.  Also requires 
all of the parties involved to be using the same technology.

Most BEC attacks deal with domain forgeries, can you easily spot the difference?
chad@americanforensics.com -> chad@americaforensics.com

Pro Tip - Rewrite the email subject lines of email that originate from outside your domain to 
increase user awareness.  Subject: “EXTERNAL - Fund Transfer Request”
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Better Password Control
● Stop reusing passwords!! 

○ Even across internal 
systems/applications!!

● Use a password manager with 
random passwords for each site

● Use a very strong password for 
your wallet

● Myth: You need to change your 
password frequently

● Trust No One - Do not sync data to 
the cloud 

● Password reuse is the #1 reason 
stolen accounts are worth so much

● https://haveibeenpwned.com
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Two-Factor Authentication
● Two-factor authentication (2FA) or multi-factor 

authentication (MFA) is:
○ Something you know (password)
○ Something you have (token) or are (biometrics)

You have been using this for decades… everyone has it on them 
right now.

SMS based 2FA can be hacked, but it is light years better than 
nothing!

If you enable 2FA, turn it on everywhere
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Phishing Domains
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● Probably unreasonable to buy all of these, but you can certainly blacklist

● Impossible to monitor for everyone you do business with 
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Case Study: Time Off Gone Wrong
● Type of Case

○ Website Compromise
● Background

○ Client received an anonymous email from a student 
notifying them of a website that was vulnerable.  
Other companies and sites were cc’d in the email.

○ The email referenced a web based “time off” site 
that was used by employees.  It was developed by 
a student intern and had been in operation for over 
3 years.

○ Client was unconcerned as the site contained no 
personal info.
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Case Study: Time Off Gone Wrong
● What Happened

○ The site was vulnerable to SQL injection which allowed an attacker to remotely 
query database records.

○ The user id and password used for the database connection was the administrative 
“sa” account, which provided access to every database contained on the server.

○ One of the databases contained over 3 million customer records, containing SSN, 
addresses, DOB, and other identifiable data.

○ Logs revealed that this information had been downloaded by several times 
● Root Cause

○ cmd.CommandText = "select * from Users where ID = '" + userID + "'"; should be 
cmd.CommandText = "select * from Users where ID = @userID";

● Damages
○ Required public breach notification, which made local/national news.  Unknown 

costs associated with attorney fees, identity monitoring.  Forensic and 
investigative fees.  
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Limit Privileges/Permissions
Principle of Least Privilege (POLP) - Processes, 
Users, and Programs should operate with the least 
amount of authority needed to perform a task.

All modern systems allow for granular permissions.  
Don’t give people more access than they need!  Very 
few people need admin rights.

If an employee is running reports, they need read 
access only.  The account should not be able to write or 
make changes.

This applies to software and applications on your 
network that require access to databases or other 
resources.  Including your network firewalls!
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Case Study: Cryptomined Charity
● Type of Case

○ Classic System Compromise
● Background

○ Client was a charity who maintained a 
file server

○ They were a small organization without 
a lot of IT assets and a part-time IT 
staff

○ They noticed a spike in their energy bill
○ The server with the database started 

showing signs of high utilization
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Case Study: Cryptomined Charity
● What Happened

○ The server was inadvertently exposed to the internet and left unpatched.  
○ A year before the utilization activity was noticed, the system was compromised by 

an attacker. 
○ Attacker used the known vulnerability to install cryptocurrency mining software

● Root Cause
○ Unpatched Apache CouchDB RCE vulnerability (CVE 2017-12635 and CVE 

2017-12636) allowed attacker to install xmr-stak and mine Monero 
cryptocurrency.

● Damages
○ Forensic and investigative fees.  Unknown if a breach disclosure was to clients.
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Installing Patches/Updates
● Software companies routinely push patches for 

security vulnerabilities
● These security vulnerabilities are routinely 

exploited by less sophisticated malware and 
ransomware variants

● Many companies that have been hit with 
ransomware were not patching known 
vulnerabilities
○ These systems typically required a system 

administrator to install updates
○ The update schedule did not keep up with 

new patches
● Make sure to update regularly to ensure the 

devices have current security patches

WannaCry ransomware affected 
more than 200,000 computers 
across 150 countries. It used a 
remote code execution (RCE) 
vulnerability that had been 
patched two months prior.
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Encryption
Encrypt data in transit and data at risk.

A portable device such as a laptop or USB storage 
device should never leave your offices 
unencrypted!

All modern Microsoft and Apple Operating Systems 
provide full disk encryption options built in.  These can 
be centrally managed via policies.

Don’t forget your mobile devices and data in the cloud.

If an encrypted device is lost or stolen, it may not be a reportable event.  Provide a copy of 
your policies and procedures, documentation that the policy was implemented, an asset 
inventory, date the device was encrypted, and type of encryption used.
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Mitigating Risk
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Risk Mitigation
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NIST Cybersecurity Framework

• Currently the “Gold Standard” for developing an incident 
response plan and framework

• NIST released the first version of the Framework for Improving 
Critical Infrastructure Cybersecurity on February 12, 2014

• The Framework, created through collaboration between 
industry and government, consists of standards, guidelines, 
and practices to promote the protection of critical 
infrastructure

• The prioritized, flexible, repeatable, and cost-effective 
approach of the Framework helps owners and operators of 
critical infrastructure to manage cybersecurity-related risk
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Identify

• Develop the organizational understanding to manage 
cybersecurity risk to systems, assets, data, and capabilities
• Asset Management
• Business Environment
• Governance
• Risk Assessment
• Risk Management Strategy

• Make sure these map back to any compliance or regulatory 
requirements that your organization may have

• Remember… Risk can be handled in different ways, including 
mitigating the risk, transferring the risk, avoiding the risk, 
or accepting the risk, depending on the potential impact to 
the delivery of critical services
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What Applies to You?
● Not every organization falls under the same set of rules and regulations

○ It varies based upon geographic locations, industries, etc.
● Consult your attorney to figure out what applies
● Some general questions you can ask

○ Who are you?
○ What information is being processed?
○ What promises have been made regarding the information?
○ What permissions have been given regarding the information?
○ What is the location of the information, the persons processing the information, 

and the person providing the information?
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Examples of Laws & Regulations
● PCI Industry Standards
● Business Associate Agreements
● Contractual Obligations
● GDPR
● Gramm Leach Biley Act
● Dodd-Frank Reform & Consumer Protection Act
● Sarbanes-Oxley Act (SOX)
● Securities & Exchange Acts
● Health Insurance Portability and Accountability Act
● Financial Industry Regulatory Authority (FINRA)
● Federal Communications Commission
● Federal Trade Commission
● State and Local Regulations and Laws

○ All 50 states, DC, Guam, Puerto Rico, & US VI all have breach notification laws
○ Biometric Data (740 ILCS 14/1-14/99)
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Protect

• Develop and implement the appropriate safeguards to ensure 
delivery of critical infrastructure services
• Access Control
• Awareness and Training
• Data Security
• Risk Information Protection Processes and Procedures
• Maintenance
• Protective Technology

• Access to assets and associated facilities is limited to 
authorized users, processes, or devices, and to authorized 
activities and transactions. 

• Network integrity is protected, incorporating network 
segregation where appropriate.  Data at rest is encrypted.
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Detect

• Develop and implement the appropriate activities to identify 
the occurrence of a cyber security event
• Anomalies and Events
• Continuous Monitoring
• Detection Processes

• Anomalous activity is detected in a timely manner and the 
potential impact of events is understood. 

• Systems and assets are monitored and able to identify 
cybersecurity events and verify the effectiveness of protective 
measures

• Detection processes and procedures are maintained and tested 
to ensure timely and adequate awareness of anomalous 
events.
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Detecting an Incident
● Assess the urgency, assets involved, criticality, and potential damage

○ Is the incident over?  Is continued operation possible/required?
● Determine the level of support that will be needed.

○ Try to rule out bad configurations, assumptions, and operator errors

• Bring in the experts!
• Incident Response and Forensics team for decision making support
• Management for response priorities
• Legal for questions concerning liability
• Human Resources and/or Communications for notifying internal and external stakeholders 

• Start a log book to record a timeline of events, observations, hypothesis, assumptions, and 
actions taken

Be sure to consider any laws, regulations that may reporting requirements.  This may impact 
the way to respond to an event!!
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Respond

• Develop and implement the appropriate activities to take action 
regarding a detected cybersecurity event
• Response Planning
• Communications
• Analysis
• Mitigation
• Improvements

• Response processes and procedures are executed and maintained, 
coordinated with internal and external stakeholders

• Event is mitigated and response strategies are reviewed and updated

• Make sure you have support from law enforcement and outside 
vendors/consultants where needed

• Initial assessment should be made within 24-48 hours of the incident, 
completion of the analysis may take months
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Responding - Avoid Panic

• Know your limitations!!

• Don’t hesitate to bring in expert help:
• Incident Response Team
• Forensics Team
• Subject matter experts
• Auditors

• Call on your Director and Lead Investigator
• for decision making support
• for response priorities
• questions concerning state and federal law 
• questions concerning liability
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Think About This Comprehensively
● Thanks to long-arm statutes, the obligations for disclosure may be more onerous than 

anticipated
○ Were customers in other states impacted?
○ Were subsidiaries or parent companies in other states impacted?
○ Was third party or partner data compromised as well?

■ How does this affect non-disclosure agreements between the parties?
○ Are there international considerations?

■ GDPR may govern your data
● Have data collection policies run afoul of the terms of service or consumer consent?

○ Often arises during breach disclosures and can lead to additional legal issues
○ Companies are often getting sued and/or fined for this practice
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Recover

• Develop and implement the appropriate activities to maintain plans 
for resilience and restore services that were impaired due to a 
cybersecurity event
• Recovery Planning
• Improvements
• Communications

• Recovery process is executed to ensure timely restoration of 
systems and services

• Recovery activities incorporate “lessons learned” and identify 
potential gaps in processes

• Coordinate communication activities with internal and external 
parties (vendors, service providers, customers, law enforcement, 
shareholders, etc…)
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Agreements/Policies
● Confidentiality Agreements / NDAs

○ Establish what is considered confidential and/or proprietary information
● Employee Handbooks / Non-Competes / Communications Policies

○ Establish what an employee’s fiduciary duties are; protects data from third-parties
● Acceptable Use / IT Policies

○ Establish what users should and should not do with IT assets
● BYOD Policies

○ Establish what people can use, how data is managed, and how it is destroyed
● Privacy / Record Retention / Data Destruction Policies

○ Establishes what you have, what you do with it, storage, and disposal
● Vendor Agreements

○ Establishes who is responsible for what

Need to be updated and acknowledged regularly to keep up with technology
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Insurance
● Cyber Liability

○ Disclosure Liability
○ E-Communication Loss
○ Content Liability
○ Conduit Liability
○ Impaired Access Liability
○ Reputational Liability

● Cyber Insurance
○ Non-physical Business 

Interruption
○ Extortion/Ransom-ware
○ Security Event Costs
○ Data Restoration
○ Cyber Crime
○ Social Engineering Fraud
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Incident Response Playbook
● You need to have one…

○ The only thing worse than not having one is having one and not following it
○ Ensure it is in line with applicable laws and regulations
○ It should also be in line with the terms of applicable insurance policy provisions

● You probably have something in place that says this is what you do when the building 
catches on fire
○ You do disaster drills (i.e. fire, tornado, earthquake, tsunami)

● You need to have one for your data as well
○ Annual Tabletop Exercises to discuss simulated emergency situations

● Ensure that it’s reviewed and updated regularly
○ This environment changes rapidly
○ Determine, analyze, and prioritize gaps
○ Organizations will not go far with a stale playbook
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Playbook Should Include
● Breach Response Team (internal and external) and Responsibilities

○ Identify requirements for internal notification of a potential breach 
○ Process for public and regulatory notification
○ Process for dealing with PR issues

● Business Continuity Plan
○ Identify steps to get the organization back online

● Procedures for Investigating Breach
○ People, Processes, and Technology

● Post Mortem / After Action Plan
○ Identify how to improve upon the current environment to prevent a similar 

situation from occurring

T.R.A.C.E.D. - Timeline of events, Root cause, Activity and tools used, Communication 
methods, involved Endpoints and users, and Data accessed
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Takeaways
● Evaluate Your Risk 

○ Have a Cyber policy… with the right provisions
○ Know where your critical systems and data are  

● Keep Systems Updated 
○ Install Security Updates, Review Default Configurations/Passwords

● Make Yourself Small 
○ Don’t place servers on the public internet  
○ Put them behind a VPN
○ Don’t talk to people you don’t need to

● MFA Everywhere
○ Use multi-factor authentication everywhere you can 

● Backup Everything 
○ Make sure you have backups that are not accessible to an attacker.  Test them...

● Have a Plan 
○ Have an incident response plan in advance
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